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I n the near futu re , bi om etric iden ti f i-
c a ti on sys tems based on optical tech-
n o l ogies could well play a major ro l e

in safeg u a rding airports from terrorist at-
t ack s . Bi om etric iden ti f i c a ti on sys tem s ,i n-
cluding el ectronic fingerpri n ti n g, f ac i a l
recogn i ti on sof t w a re , and iris scanning
equ i pm en t , use optics to iden tify peop l e
by their physical ch a racteri s ti c s . Su ch sys-
tems have been used for ye a rs in high - s e-
c u ri ty areas su ch as govern m ent intell i-
gen ce posts and military bases. In the wake
of the Septem ber 11 terrorist attacks that
l evel ed the World Trade Cen ter and dam-
a ged the Pen t a gon , the In tern a ti onal Ai r
Tra n s port As s oc i a ti on (IATA) has call ed
for the introdu cti on of su ch sys tems in
a i rport s . Co u p l ed with en h a n ced detec-
ti on equ i pm ent to alert sec u ri ty pers on n el
to the pre s en ce of h i d den we a pon s , bi o-
m etric tech n o l ogies could prove to be a vi-
a bl e ,l on g - term soluti on to the probl em of
g u a ra n teeing airline safety.

Electronic fingerprinting
E l ectronic fingerpri n ting is one of the bi o-
m etric airport sec u ri ty sys tems being pro-
po s ed by IATA . If the sys tem were to be
adopted on a wi de s pre ad basis, a i rline per-
s on n el (who are alre ady requ i red to be fin-
gerpri n ted in the con text of c riminal back-
ground ch ecks) would be issu ed “s m a rt”
i den ti f i c a ti on cards containing el ectron i c
scans of t h eir fingerti p s . To gain access to
s en s i tive areas like bagga ge hanga rs , a
worker would first need to have his or her
f i n gerprints re ad by a ti ny scanner situ a ted
ei t h er on a locked door or in a small box
n e a rby. If the scan did not match the el ec-

tronic record in the card , the door to the
s ec u re area would remain locked .

Fo ll owing the Septem ber 11 attack s ,
s even U. S . a i rport s — i n cluding Bo s ton’s
Logan In tern a ti on a l , JFK in New York ,a n d
Ch i c a go’s O’ Ha re — i n s t a ll ed or ordered
f i n gerprint scanners to pro tect sec u ri ty -
s en s i tive are a s . At sites wh ere the sys tem s
h ave alre ady been install ed , workers place
t h eir fingers on small bl ack boxes out s i de
the access points to re s tri cted are a s . Th e
s c a n n ers take an image of t h eir finger-
prints by re ading the “m i nutia poi n t s ,” 3 0
to 40 breaks and splits unique to every

pers on . The tech n o l ogy “re ad s” the bre a k s
and converts them into a com p uter algo-
rithm that is then match ed against a data-
base of o t h er fingerpri n t s .

In ad d i ti on to this tech n o l ogy, wh i ch is
a l re ady being used to iden tify airport and
a i rline em p l oyee s , f requ ent airline travel-
ers can bypass immigra ti on procedu res at
n e a rly a dozen North Am erican airport s
by regi s tering their palm prints with the
Im m i gra ti on and Na tu ra l i z a ti on Servi ce
( I N S ) . Thanks to palm screen i n g, p a s s en-
gers known to immigra ti on officials or to
the airlines are rem oved from the pool of
those who need to be ch ecked , a ll owi n g
m ore re s o u rces to be devo ted to ch eck i n g
o t h er passen gers . Si n ce fingerprints have
been used as a sec u ri ty met h od for over a
cen tu ry, l aw en forcem ent agencies alre ady
maintain nu m erous databases that can be
u s ed to iden tify cri m i n a l s .

According to the INS, s i n ce some of t h e
h ijackers re s pon s i ble for the Septem ber 11
a t t acks were alre ady on an immigra ti on
“ w a tch list,” t h ey might have been appre-
h en ded before the tra gedy if a i rport fin-
gerprint ch eck sys tems had been in place .
If el ectronic fingerpri n ting is adopted on a

l a r ge scale, p a s s en gers could be requ i red to
su bmit to a scan as they ch eck bagga ge and
a gain as they en ter the boa rding ga te . Th e
co ll ected fingerprint scans would be
ch ecked against a database containing the
prints of k n own terrori s t s .

Face recognition
Si n ce aut h ori ties in many cases on ly have
p i ctu res of su s pected terrori s t s ,f ace recog-
n i ti on sys tem s , wh i ch are also being re-
qu e s ted by IATA ,m ay su cceed wh ere el ec-
tronic fingerpri n ting falls short . Foc u s i n g
on 80 landmark fe a tu re s — i n cluding the
bri d ge and tip of the nose, the size of t h e
m o uth and eye s , and the angle of t h e
ch ee k bones—the com p uter tech n o l ogy
scans faces in crowds and cre a tes face
prints that can then be com p a red to a
database of c riminals and su s pected ter-
rori s t s .

Face recogn i ti on tech n o l ogy, wh i ch is
not short circ u i ted by the use of wi gs or
f a ke be a rd s , converts a ph o togra ph or
vi deo image of a face into a mathem a ti c a l
a l gorithm that de s c ri bes the face’s geom et-
ric ch a racteri s ti c s . The sys tem needs on ly
14 to 20 landmark fe a tu res to make a po s-
i tive match . It has the abi l i ty to scan 15
f aces simu l t a n eo u s ly and com p a re them to
a database of i m a ges at the ra te of one mil-
l i on faces per secon d .O n ce the tech n o l ogy
recogn i zes a face , a silent alarm notifies the
a ut h ori ti e s .

Face recogn i ti on setups at airport s
would use cameras mounted at ga tes and
terminals to captu re images of p a s s en gers .
A major adva n t a ge of su ch sys tems is that
t h ey are both unobtru s ive and passive , a l-
l owing aut h ori ties to mon i tor crowd s
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In the future, airport security checks may include
electronic fingerprint scans. (Source:PhotoDisc)

C e rtain “landmarks” on a human face can be
mapped quickly to match people with a database
of images.The software is not fooled by disguises
like wigs and beards. (Source:CNN.)In the wake of the 

September 11 terrorist 
attacks that leveled the

World Trade Center and
damaged the Pentagon,

the International Air 
Transport Association

(IATA) has called for the 
introduction of biometric

systems in airports.



wi t h o ut indivi du a l s’ d i rect knowl ed ge or
i nvo lvem en t . All images captu red by the
c a m eras can be com p a red with facial tem-
p l a te files in the database of k n own or su s-
pected terrorists and cri m i n a l s . To date ,
federal officials have com p i l ed a database
of a pprox i m a tely 30,000 wanted indivi -
du a l s .

Kef l avik In tern a ti onal Ai rport in Ice-
land has become the first airport in the
world to announce that it has begun using
this tech n o l ogy to screen passen gers . If t h e
re sults are po s i tive ,I ATA ex pects that oth-
er airports wi ll fo ll ow Icel a n d ’s lead in the
near futu re . It should be noted however,
that while face recogn i ti on tech n i ques may
be less intru s ive , the acc u racy level is not
as high as with other bi om etric sys tem s
su ch as fingerprint or iris scanning. Al-
t h o u gh the error ra te for facial match e s
u n der optimal con d i ti ons can be less than
1 % , the acc u racy depends on the cl a ri ty of
both the ph o tos in the database and the
i m a ges being captu red and search ed . Low -
l i ght con d i ti ons or faces recorded at od d
a n gles can lower acc u racy ra te s .

Eye recognition
Ot h er airport sec u ri ty sys tems may use eye
recogn i ti on tech n o l ogy. In these sys tems a
c a m era re ads the uniqu e ,d i s ti n ct pattern s
of a pers on’s iri s , the co l ored ring aro u n d
the pupil of the eye . Iris recogn i ti on tech-
n o l ogy examines more than 240 degrees of
f reedom in the human iris to cre a te a 512-
byte data tem p l a te used to iden tify indi-

vi duals or aut h en ti c a te user privi l ege s .
Si n ce no two retinas are alike—not even
those of i den tical twi n s — retinal scanning
is wi dely recogn i zed as the most acc u ra te
of the bi om etric tech n o l ogi e s . Si n ce the
vascular pattern in the retina does not
ch a n ge over the co u rse of an indivi du a l ’s
l i feti m e , it con s ti tutes a perm a n ent source
for aut h en ti c a ting iden ti ty. An o t h er plu s :
it is vi rtu a lly impo s s i ble to rep l i c a te the
vascular pattern in the human reti n a .

Eye recogn i ti on tech n o l ogy has alre ady
been te s ted at the airport in Ch a rl o t te ,
North Ca ro l i n a . As part of a progra m
a i m ed at speeding the flow of travel ers
t h ro u gh the airport , pri or to flights over
6,000 people su bm i t ted “eye pri n t s” to the
a i rl i n e s .O n ce the passen gers arrived at the
a i rport , t h eir eyes were scanned aga i n : i n
this instance , i ris scanning proved to be
100% acc u ra te . Al t h o u gh the iris recogn i-
ti on tech n o l ogy — wh i ch cycl ed thro u gh
1,500,000 matches per minute — regi s tered
an initial false rej ecti on ra te of 1 . 8 % , n o
u s ers ex peri en ced a false rej ecti on after
t h ree attem pt s . The stu dy, s pon s ored by

the Com mu n i c a ti ons Electronics Sec u ri ty
Group (CESG), was perform ed from May
to Decem ber 2000. It was con du cted in ac-

cord a n ce with the “ Best Practi ces in Te s t-
ing and Reporting Perform a n ce of Bi o-
m etric Devi ce s” devel oped by the Bri ti s h
govern m en t’s Bi om etrics Working Gro u p.

On the basis of these en co u ra ging re-
su l t s , eye recogn i ti on tech n o l ogy is set to
go on trial at Lon don He a t h row, Eu rope’s
l a r gest airport , in the fall of 2 0 0 1 . As part
of a program to speed passen gers thro u gh
c u s toms and immigra ti on con tro l , I ATA
wi ll test a retinal scanning sys tem on 2,000
p a s s en gers who frequ en t ly fly into
He a t h row on Bri tish Ai rw ays or Vi r gin At-
l a n ti c . The procedu re , devel oped by Eye -
Ti cket Corp. ( Mc Le a n , Vi r gi n i a ) , requ i re s
that passen gers look into a vi deo camera
for two secon d s . The sys tem wi ll be fully
com p uteri zed with voi ce prom pts and
a uto foc u s . E ach pers on’s disti n ct iris pat-
tern wi ll be tall i ed with a passport nu m ber
and airline ch eck-in com p uter det a i l s . If
su cce s s f u l , the tech n i que could be ex ten d-
ed to other Bri tish and Eu ropean airport s .

Detection systems
In ad d i ti on to using bi om etric tech n o l o-
gies to iden tify po ten tial terrori s t s ,a i rport
s ec u ri ty can be ti gh ten ed with en h a n ced
c a p a bi l i ty to loc a te hidden we a pon s . Al-
t h o u gh metal detectors and x-ray scanners
in most airports are qu i te soph i s ti c a ted ,
finding hidden knives is sti ll difficult. Du e
to the large nu m ber of i tems pre s ent in
most carry - on bagga ge , as well as the
nu m ber of com p a rtm ents and pocket s ,
we a pons su ch as small knives and box cut-
ters can be difficult to spo t . In ad d i ti on ,
s i n ce many knives are made of n on - m et a l-
lic materi a l ,m etal detectors are not alw ays
of great use.

A nu m ber of adva n ced we a pon detec-
ti on sys tems may now be introdu ced to
h elp insu re no we a pons make it on boa rd
an airc ra f t . One x-ray machine devel oped
by Rapiscan Sec u ri ty Produ cts (Haw -
t h orn e , Ca l i fornia) is de s i gn ed for use on
p a s s en gers ra t h er than carry - on bagga ge .
The mach i n e , wh i ch re s em bles a large gray
w a rd robe cl o s et , uses a narrow beam of
l ow - powered x rays to scan passen gers .
The x rays pen etra te a few mill i m eters into
the body and ref l ect back to sen s i tive de-
tectors . Soft obj ects su ch as flesh and
clothing ref l ect weak sign a l s . Dense ob-
j ects su ch as guns, k n ive s , or plastic ex p l o-
s ives retu rn stron ger sign a l s . Adva n ced
s of t w a re and com p uters process these sig-
n a l s , producing images in wh i ch the hard
obj ects are cl e a rly def i n ed . According to
Ra p i s c a n , the three - s econd ex po su re to
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Iris recognition technology examines more than
240 degrees of freedom in the human iris to cre-
ate a 512-byte data template used to identify indi-
viduals or authenticate user privileges.
(Source:PhotoDisc.)



the mach i n e’s x rays are not any
m ore harmful than the natu ral ex-
po su re to rad i a ti on that most trav-
el ers ex peri en ce in 20 seconds of
f l i ght on a conven ti onal airp l a n e .

Re s e a rch ers at the Na ti onal In-
s ti tute of S t a n d a rds and Tech n o l o-
gy (NIST, Bo u l der, Co l orado) are
also devel oping a sys tem that wi ll
a ll ow sec u ri ty officials to spot con-
ce a l ed we a pon s . The sys tem uses a
form of radar that relies on ex-
trem ely high - f requ ency rad i o
w ave s . The waves pen etra te ligh t
solids su ch as clothing but ref l ect
of f h a rder solids like guns or
k n ive s . These ref l ected waves are
c a ptu red and foc u s ed on to a 3-in.
s i l i con wafer that contains 120 an-
tennas tu n ed to the high frequ en-
c i e s . A set of s pec i a lly de s i gn ed
el ectronic boxes interprets these
s i gnals into an image , wh i ch is su b s e-
qu en t ly displayed on a laptop com p uter
s c reen . NIST re s e a rch ers pred i ct the devi ce
wi ll even tu a lly be made small en o u gh for
s ec u ri ty pers on n el to hold in their hands.

The devi ce all ows re s e a rch ers to see de-
tails by using radio wavel engths first te s ted
by eart h - b a s ed space ob s erva tories to
s tu dy far- of f s t a rs . As tron om ers noted that
tera h ertz radio frequ encies could pen e-
tra te eart h’s distorting atm o s ph ere but sti ll
bring in clear details abo ut distant stars .
Si n ce the tech n o l ogy is well re s e a rch ed ,
NIST scien tists pred i ct that ad a pting it for
s ec u ri ty app l i c a ti ons should not be diffi-
cult or co s t ly. The silicon wafers used in
the detector, for instance ,a re cre a ted using
the same process used to produ ce com p ut-
er ch i p s . And unlike typical radar sys tem s
that emit hu n d reds of watts of power, t h e
NIST devi ce puts out mu ch less en er gy,
making it safe for use on peop l e . Al t h o u gh
this tech n o l ogy could be some ye a rs aw ay
f rom full-scale dep l oym ent at airport s ,
NIST re s e a rch ers esti m a te that a com p l ete
pro to type wi ll be re ady for te s ting by the
end of 2 0 0 1 .

Ot h er imaging tech n o l ogies that do
not use x rays or radio waves are also be-
coming ava i l a bl e . In co ll a bora ti on wi t h
the Na ti onal In s ti tute of Ju s ti ce (NIJ), Trex
E n terprises (San Di ego, Ca l i fornia) is te s t-
ing a passive mill i m eter wave camera .
Mu ch like an infra red camera , the Trex de-
vi ce can detect hidden obj ects by measu r-
ing differen ces bet ween the heat en er gy
n a tu ra lly em i t ted by a pers on’s body and

the con ce a l ed obj ect . Any obj ects that
bl ock or attenu a te the pers on’s body heat
a re reve a l ed . Vi deo - ra te imagery te s ti n g
co ll ected in 1999 dem on s tra ted the con-
traband detecti on capabi l i ty of the camera
s en s or. Si n ce this sys tem emits no harm f u l
w ave s , the tech n o l ogy may be more agree-
a ble to passen gers than sys tems that use 
x rays to scan bod i e s .

Conclusion
While many sec u ri ty ex perts bel i eve that
bi om etrics may be the soluti on to more ef-
f i c i en t ,s a fer airport s ,m a ny civil ri ghts ad-
voc a tes warn that su ch sys tems could in-
tru de upon pers onal liberti e s . For ex a m-
p l e ,i ris recogn i ti on and el ectronic finger-
pri n ting sys tems for passen ger ch eck - i n
would requ i re an el ectronic database of
e ach indivi dual passen ger ’s bi om etri c s . If
a i rlines or govern m ent agencies were re-
s pon s i ble for maintaining that data, a per-
s on’s travel habits could po ten ti a lly be
tracked and mon i tored — wh i ch some call
a vi o l a ti on to the con s ti tuti onal ri ght to
privac y.

An o t h er inhibi ting factor may be co s t .
Tod ay, a i rline companies are re s pon s i bl e
for implem en ting and staffing the sec u ri ty
ch eck points at airport s . The cost of i n-
s t a lling new bi om etric sec u ri ty sys tem s
m ay exceed hu n d reds of thousands of do l-
l a rs per airport — m on ey that the airl i n e s

do not have given the su d den and
s h a rp dec rease in air passen ger rev-
enu e .

I ATA mem bers bel i eve the high
cost of s et ting up bi om etric sys-
tems should be wei gh ed aga i n s t
the po ten tial financial loss from
f utu re terrorist attack s . The solu-
ti on , according to Tom Wi n d-
mu ll er, program director of I ATA’s
Si m p l i f ying Pa s s en ger Travel (SPT)
i n i ti a tive , is to use a com bi n a ti on
of tech n o l ogies that can of fs et the
pros and cons of e ach sys tem . In
this scen a ri o, b a s ed on cost and ef-
f i c i ency com p a ri s on s , a i rport of f i-
cials could dec i de , for ex a m p l e , to
use fingerpri n ting for em p l oyee
access to sec u re are a s ,i ris scanning
for passen ger flow, and face recog-
n i ti on to mon i tor movem ent in
the airport . Al t h o u gh bi om etri c

tech n o l ogy is not perfect and cri tics say
the tech n o l ogy is too inva s ive , the pre s su re
for gre a ter sec u ri ty measu res is at an all -
time high . In the light of Septem ber 11,
s ome bel i eve Fo u rth Am en d m ent con-
cerns should be less of a pri ori ty. To
ach i eve passen ger safety, it may be time to
s t a rt thinking abo ut boa rding planes as a
privi l ege gra n ted on ly to those who are
wi lling to go thro u gh the sec u ri ty sys tem .

Further reading
1. P. Eng,“New technology to boost airport security,”

on-line URL,http://abcnews.go.com/sections/
scitech/DailyNews/WTC_scannertech010914.html.

2. P.Eng,“Finding a weapon in a crowd,” on-line URL,
http://abcnews.go.com/sections/scitech/
CuttingEdge/cuttingedge010720.html.

3. B.Evangelista,“Tech vs.terrorism,” The San Francis-
co Chronicle, October 2001.

4. D. George,“Airport security aiming for new tech-
nologies,” on-line URL,http://www.cnn.com/2001/
US/10/01/rec.airport.security/.

5. D. George,“Face recognition may enhance airport
security,” on-line URL,http://www.cnn.com/2001/
US/09/28/rec.airport.facial.screening/index.html.

6. D. George,“Eye scans to speed air travel,” on-line
URL,http://www6.cnn.com/2001/TECH/
science/08/01/airports.retina/index.html.

7. A.Grundy, et al.,“Retinal Technologies launches
company and revolutionizes biometrics,” on-line
URL,http://www.retinaltech.com/.

8. L.Jacinto ,“Security in new technologies,” on-line
URL,http://abcnews.go.com/sections/scitech/
CuttingEdge/WTC_biometrics010921.html.

9. R.O’Har row Jr.,“Matching faces with mug shots,”
The Washington Post,August 2001.

10. A.Whilldin,et al.,“Study shows iris recognition
technology is superior among biometrics,” on-line
URL,http://www.sensar.com/news/releases/
051701.html.

Tyler Krupa is the senior science writer at Optics and
Photonics New s . He can be reached at tkrupa@
osa.org.

OPTICS IN AIRPORT SECURITY

November2001 ■ Optics & Photonics News 27

X ray of a handbag containing a bomb.
(Source:PhotoDisc.)


